Procedures for Delegated Administrators

Approve or Deny Entitlement Request
from an External User

(Note: NCDOT Construction Project Team Sites are used as examples but
general procedures are the same for other NCDOT Project Team Sites.)

For the Project Team Sites, you must use Internet Explorer, version 10 or higher.

1. An email with the subject NCDOT Entitlement Request asks you to approve or deny a request. Click the
Process Entitlement Request link. You can also go directly to the Access Management home page:
https://iamportal.services.ncdot.gov/ofis/public/alt/.

From: <optimaltest@ncdot.gov>
Date: Thu, Oct 29, 2015 at 2:49 PM
Subject: NCDOT Entitlement Request - Approval Needed for User EXTtester10 Entitlement VIS\traning entitlement

To: Nedot.testerl @gmail.com. ncdot tester23@gmail.com

User System Byte[] has ¢ jtlement VIS\traning entitlement for Organization Traning. To approve or deny this request please
click on the following linkl Process Entitlement Request |

User ID: System Byte[]

Email: Ncdot.tester] 0@gmail.com
Employee ID:

This email address is not monitored. Please do not reply to this email. For questions or problems, click here.

2. Click Login.

North Carolina - DOT :: Access Management System

User Options # Home Page

Login

Welcome to the North Carolina DOT Access Management System!

Forgot Password?

7 % The links above can be used to navigate to other NCDOT “single sign on” applications. Links on the left
Self Registration can be used to perform entitiement and user administration actions.

For additional help and instructions, please click the Help/About link on the left
Help

Help / About

Terms & Conditions
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3. Enter your NCID and password and click Log On.

Connect NCDOT Home Help Site Map
BUSINESS PARTNER RESOURCES

siness  Bidding & Letting  Projects  Resources  Local Governments

Please sign in to continue.

Please Log on

Username | drspringall

Password sesssseses)

Forgot Password?

Connect Home  SignIn Employee Directory  ncdot.gov

@ North Carolina Dept. of Transportation | Privacy Statement | Accessibility
4. The lower left corner of the screen confirms your role as a Delegated Administrator (DEL_ADMIN). Click
Approval Dashboard.

Sign Out

North Carolina - DOT :: Access Management System M

User Options # Home Page

Change Password
Welcome to the North Carolina DOT Access Management System!

Applications The links above can be used to navigate to other NCDOT “single sign on” applications. Links on the left

S can be used to perform entitiement and user administration actions
Request Entitlement

Approval Dastiboard For additional help and instructions, please click the Help/About link on the left
White Pages

Invite User(s)

Business Roles Manager

Access Roles Manager

BR-AR Mappings Manager
Administration

User Manager

Entitlement Manager

Help
Help / About

Terms & Conditions

ROLE = DEL_ADMIN

AUTH_LEVEL = BASIC dot-visiamg01 Copyright © 2014-2016 - Optimal IdM, LLC - All rights reserved.




5.

6.
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Click Pending Entitlement Requests to Approve.

A&
\b North Carolina - DOT :: Access Management System

User Options

Change Password

Applications
Request Entitlement
Approval Dashboard
White Pages
Invite User(s)
Business Roles Manager
Access Roles Manager

BR-AR Mappings Manager
Administration

User Manager

Entitlement Manager

Sign Out

Welcome:
Deanna R. Springall

_5 Approval Dashboard
Welcome to the Optimal IdM Approval Dashboard.

« You may choose to 5
« You may also choose other self service options from the quick-link menu on the left.

8 e

For additional information on the entitlement request, click the Information icon next to the requestor ID.

KF’\

\Z>~J North Carolina - DOT :: Access Management System

User Options

Change Password

Applications
Request Entitlement
Approval Dashboard
White Pages
Invite User(s)
Business Roles Manager
Access Roles Manager

BR-AR Mappings Manager
Adm

User Manager

Entitlement Manager

Sign Out

Welcome:
Deanna R. Springall

Search
4, Search
Select Status: ~s¢Pending | B
Select Requests:  Requests Assigned to Me v

Search Criteria:

[:4) Entitlement Requests

Action Status  ID Request Date D Name Email O
Feb 10 2016 - 14:34:35  ncdot.tester39@yah Budnew Wiser ncdot.tester39@yah APAC - ATLANTIC\
Feb 10 2016 - 14:37:32  dspringall@runbox.c... User APAC dspringall@runbox.c... APAC - ATLANTICY
Feb 10 2016 - 20:00:58  ConstructiontesterS. Dustin Cleark ConstructiontesterS APAC - ATLANTIC\

Displaying 1 - 3 of 3

&l Close

A dialog with entitlement details appears.

User Options

North Carolina - DOT :: Access Management System

Search

Search
Change Password
Select Status: sPending v
= Entitlement Details (undefined) =13
Aopasl Do 1= Details
Name: VIS\Construction Sites

(IR0 | | Description: Provides access to Construction Team Sites on Connect.ncdot.gov bn

Business Rol| LANTIC\
LANTIC\

ANTIC\

fng1-30of3

§] Close
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7. Click the Approve/Deny Request icon next to the requestor ID to go to the approval screen.

Sign Out

North Carolina - DOT :: Access Management System Helcome:

Deanna R. Springall

Search
User Options

, Search
Change Password
o Select Status: L4 Pending | B
Applications
Select Requests:  Requests Assigned to Me v
Request Entitlement Search Criteria: Search Criteria
Approval Dashboard
White Pages [4 Entitlement Requests

Invite User(s) D Request Date o) Name Email O
Business Roles Manager 36 Feb 10 2016 - 14:34:35  ncdot.tester39@yah... Budnew Wiser ncdot.tester39@yah...  APAC - ATLANTIC\

38 Feb 10 2016 - 14:37:32  dspringall@runbox.c... User APAC dspringall@runbox.c... APAC - ATLANTIC)\
Access Roles Manager

40 Feb 10 2016 - 20:00:58  ConstructiontesterS. Dustin Cleark ConstructiontesterS. APAC - ATLANTIC\
BR-AR Mappings Manager

of 1 Displaying 1 - 3 of 3
Administration
& Close

User Manager

Entitlement Manager




Approve a Request
(Steps 8 and 9 for Deny Request follow this section.)

8.

9.
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Click Approve. (Reset clears the form and Return to Dashboard takes you back to the dashboard with no
changes.)

AR
\b North Carolina - DOT :: Access Management System

User Options

Change Password

|
‘ Applications
‘ Request Entitiement
Approval Dashboard
White Pages
Invite User(s)
Business Roles Manager

Access Roles Manager

BR-AR Mappings Manager
Administration

User Manager

Entitlement Manager

Help

Help / About

Terms & Conditions

ROLE = DEL_ADMIN
AUTH_LEVEL = BASIC

Click OK to add the user to your organization and return to the dashboard.

User Options

Change Password

Applications
Request Entitiement
Approval Dashboard
White Pages
Invite User(s)
Business Roles Manager
Access Roles Manager
BR-AR Mappings Manager

Ad stration

User Manager

Entitlement Manager

dot-visiamq01

North Carolina - DOT :: Access Management System

Sign Out

Welcome:
Deanna R. Springall

ji Approve Entitlement Request

4 | Entittlement Details A
Name: VIS\Construction Sites
Description: Provides access to Construction Team Sites on Connect.ncdot.gov

4| User Details

Request ID: 40

User ID: Constructiontesters@gmail.com

User Name: Dustin Cleark

Organization: APAC - ATLANTIC, INC. THOMPSON
ARTHUR DIVISION

Email: Constructiontesters@gmail.com

Employee ID:

| Request Details

Request Date 2/10/2016 8:00:58 PM

(UTC):

Reason for Beginning field work in two wesks
Request:

| Request Processing Details

Status: Pending 5o )

Date Processed

(UTC):

Processed By: o
@ Deny |3 Reset || {] Retum to Dashboard

Copyright © 2014-2016 - O M, LLC - All rights reserved.

Welcome:
Deanna R. Springail

|=  Approve Entitlement Request

« | Entitiement Details
Name VIS\Construction Sites

Description: Provides access to Construction Team Sites on Connect.ncdot.gov

“ | User D
Request ID. 40
User ID Constructiontesters@agmail.com
NCDOT Request - VIS\C ion Sites for Of APAC - ATLANTIC... X

NCDOT Entitlement Request - Entitlement VIS\Construction Sites for Organization APAC -
ATLANTIC, INC. THOMPSON ARTHUR DIVISION, Approved!

2

Request Date
(UTC)

2/10/2016 8:00:58 PM




The user receives an email stating that the entitlement request was approved.

Gmail ~

COMPOSE

Inbox (12)
Starred
Sent Mail
Drafts
More v

Q Extemnal ~

Deny a Request

8.
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_oi -~s«m ! M

NCDOT Entitlement Request - Entitlement
VIS\Construction Site for Organization GRANITE
CONSTRUCTION COMPANY, Approved! inbox x

optimaltest A
optimaltest@ncdot.gov
=

Show details

optimaltest@ncdot.gov - -

fome -

4:27 PM (15 minutes ago)

Your request for NCDOT Entitlement VIS\Construction Site for Organization
GRANITE CONSTRUCTION COMPANY has been Approved!

This email address is not monitored. Please do not reply to this email. For
questions or problems, click here. I

Enter a reason for denying the request, then click Deny. If you do not wish to give a reason, use “Reason

not given.” (Reset clears the form and Return to Dashboard takes you back to the dashboard with no

changes.)

User Options

Change Password

Applications
Request Entitiement
Approval Dashboard
White Pages
Invite User(s)}
Business Roles Manager
Access Roles Manager

BR-AR Mappings Manager
Administration

User Manager

Entitlement Manager

Help
Help / About

Terms & Conditions

dot-visiamt01

North Carolina - DOT :: Access Management System

Sign Out

Welcome:
EXTtester01

i‘? Approve Entitlement Request
4 | Entitlement Details

Name: VIS\Enttitlement-7

Description: Entitlements-7 functional testing

4 | User Details
Request ID: 23

User ID: Ncdot.tester3@gmail.com

User Name: EXTtester03
Organization: Organization2DAs

Email: Ncdot.tester3@gmail.com
Employee ID:

4 | Request Details

Request Date 6/1/2015 6:52:37 PM
(UTC):

Reason for Testing

Request:

4 | Request Processing Details
Status: Pending el
Date Processed
(UTC).

Processed By:

I Reason for Denial: | You're scheduled to transfer to a new role within a week.

© spprove ||@ Deny (|3 Reset | | Retum to Dashboard

Copyright © 2014-20

C - All rights reserved
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9. Click OK to return to the dashboard.

Sign Out

o
\b’ North Carolina - DOT :: Access Management System o

User Options {= Approve Entitlement Request

4 | Entitiement Details
Change Password A
Name: VIS\Enttitlement-7
Applications Description: Entitiements-7 functional testing
Request Entitiement =\ User Details
Approval Dashboard Request ID: n
White Pages User ID: Necdot.tester3@gmail.com
Invite User(s) User Name: EXTtesterd3 5
Business Roles Manager NCDOTES Bt et VIS\eatts ALy il izati D-X
Access Roles Manager \?) % Entitlement Request - Entitlement VIS\Enttitliement-7 for Organization Organization2DAs,

BR-AR Mappings Manager
Administration _
Request Date 6/1/2015 6:52:37 PM

The user receives an email stating that the entitlement request was denied and including the reason.

Al Y U+ + §@|s NCDOTEnti Request - Entitlement VIS\C ion Site for Organization GRANITE CONSTRUCTION COMPANY, Denied! - Messa.. | - (=) e
G
File Message > @
@y lonore x 2 | } 8 i EQ Meeting (33 personnel (Matri) €35 To Manager 33 SRules~ (B Mark Unread a}) 4 Find ({
- (34 Team E-mail « Done L] N onenote  H§ Categorize ) Related ~
& Junk ~ Delete | Reply ReA;lally Forward B, Moré~ | |G Repy &Delete 5 Create New 2| | Move B action | ¥ Famon D5 Translate . Zoom
Delete Respond Quick Steps 0 Move Tags * Editing Zoom
From: optimaltest@ncdot.gov Sent: Fri 12/18/2015 5:21 PM
To: [ Springall, Deanna R
Cc
Subject: NcpoT Request - VIS\C Site for Organization GRANITE CONSTRUCTION COMPANY, Denied!
; o oo o < : |
Your request for NCDOT Entitl VIS\C Site for O GRANITE CONSTRUCTION COMPANY has been Denied for the p
elenienee

leaving the company in two weeks.

This email address is not monitored. Please do not reply to this email. For questions or problems, click here.
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Verify External User Access

Have your external users go through this procedure in your presence so you can confirm that they have
the correct access to the project team site. (Again, this example uses Construction Project Team Sites.)

1. Go to the Construction Projects home page of Connect NCDOT (https://connect.ncdot.gov/site/construction).
Enter your NCID and password and click Log On.

COﬂ neCJ[ N (: DOT Home Help Site Map
BUSINESS PARTNER RESOURCES

Doing Business  Bidding & Letting  Projects  Resources  Local Governments

Please sign in to continue.

Please Log on

Username

Password

Forgot Password?

3. Click your Division and Project number.

Deanna R. Springall - £

R AGE PUBLE

Connect NCDOT

BUSINESS PARTNER RESOURCES # Home W Help I TeamSites @ SiteMap

Doing Business  Bidding & Letting Projects Resources Local Governments

Construction Projects - Construction Projects Home
Team Sites for the NCDOT Highway & Bridge projects.

# » Construction Projecte

Construction Team The Project Sites tab is a list of most of the Construction Team Sites.
Sites

NCDOT is in the process of moving sites into the tabs below by Find a Site

Division. If the site you're looking for isn’t here, please click on the
Division tab below to view it.

Team Site Help

1 Name

1 Acti ry Groups for Construction Team

1 iPad Demo - Acrobat DC Markup

1 iPad Demo - Drawing Markup

1 iPad Demo - Extract sheet from Portfolio

4. Inyour construction team site, ensure that you can see only the lists and libraries you need. At the end of this
document is a table that lists what content can be accessed by which business role.



5.
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For example, if you have a business role of Office Personnel in construction team site C202602 in Division 10,
you should have access to the Correspondence library. Click the Other category, then Correspondence.

dotidrspringall~ £k 2 |

BROWSE  PAGE

Connect NCDOT G

BUSINESS PARTNER RESOURCES = Team Sites Site Map

Doing Business  Bidding & Letting  Projects Resources Local Governments Search this site

C202602 - I-3819A

H 4 Construction Projects Division 10 # C:

Home
Project Team Site Construction Site

] Find a List or Library Search... m
]
1
Correspq| . o
Erosion con:ro\/ve: Inspector's Daily Report
Federal . Jit t |
e r or t S
Estimate DocumentatifFuirentents @ new item or edit this list
Pictures Current View ... Search el
Materials Broiect Meci
TojcEsglecting v Title Date
Minutes
MRR -
ZACHRY MAYMEAD WIDENING Y4RPB v THT2015
ZACHRY CONCRETE SPEC Y3A Y3 e 712202015
- ZACHRY STRUCTURES WALL 12 LEVELING PAD v TRT015
Plans/Contracts
ZACHRY STRUCTURES BRIDGE 9 WALL 12 TYPE T2
712312015
Reports DOUBLE FACED BARRIER RAIL
ZACHRY PIPE LCDWB Y3A v TRT2015

Signals/Lighting

Structures

V|

Uitilitie

See if you have the option to upload (add) documents by looking for the option to +hew document or drag
files here. If so, you have read/write access. If not, you have only read access. Those with the business role of

Office Personnel should have read/write access to this library.

dot\drspringall~ £ 2

BROWSE

Connect N T H q G
BUSINESS PARTNER RESOURCES Home Help Team Sites Site Map

Doing Business  Bidding & Letting  Projects Resources Local Governments Search this site

C202602 - 1-3819A + Correspondence
Other

H 4 Construction Projects Division 10 4 C202602 - 1-3319A

I @ new document or drag files here I
Find a file 0

All Documents
En

1
1,
1

In v O Name Modified Modified By

e Contract « October6 System Account
Div-Raleigh «. Oclober6 System Account
Other «e  October6 System Account
RFI «. Oclober6 System Account
ROW <. October6 System Account
Utilties <. Oclober6 System Account
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You can determine your access level the same way within individual folders.

BROWSE | FILES dotdrspringall~ £ 2
Connect N 1 . G
BUSINESS PARTNER RESOURCES Home Help Team Sites Site Map

Doing Business ~ Bidding & Letting Projects Resources Local Governments

C202602 - 1-3819A + Correspondence + Contract
Other

H 4 Construction Projects Division 10 % C202602 - 1-3519A

@® new document or drag files here
Project Team Site -
All Documents ... Find a file o

v [0 Name Modified Modified By

1 20131016_ZCC_NCDOT_loads of material going offsite «s  October 17, 2013 service-spsnapmgr
*22 american pride welding replacement_201306181329 we June 18,2013 service-spsnapmgr

1 appendix_201

« June 13,2013

-spsnapmgr

] asbestos reports copy request 8-9-12_201208161145 v June 13,2013 snapmar
[l Audit Confirmation Request - Emest and Young «e  February 10 Barnard, Pamela K
2 cei exemption mulkey_201208071135 e June 13,2013 service-spsnapmgr
E& change of Order Request no. 057 Additional Work Request - Painting Str. 6 Deck Drains ~ «»»  June 11 Bamard, Pamela K
B city of statesville ura letter r memory_201208071137 we June 13,2013 service-spsnapmgr

city statesville ura cover_: 9 e June 13,2013 service-spsnapmar

= ;en‘ch;‘m Plan Review Structure 2 - Turnersburg Hwy -\;;n' - Barnard, Pamela K
@ Drainage Easement 10-3-2014 ««  October 3, 2014 Barnard, Pamela K
Below is an example of a Project Team Site Permissions Matrix. In this example, there are several
different libraries (or content folders) and groups/roles with varying levels of permission to each
library or folder. Delegated Admins must communicate with their NCDOT Project Coordinators or
Engineers to get the Project Team Site Permissions Matrix for their specific projects. Each project
team category can vary on content and permissions. In some cases, there will be only one
permissions set for all employees granted access by the external companies.
Office Construction Construction Field
Category Content Personnel Manager Personnel
Materials Materials X Read Read
MRR Report of Materials Received Read Read Read
Other Correspondence Read/Write Read/Write Read
Other Federal Requirements Read Read Read
Other Project Meeting Minutes Read Read Read
Other Submittals Read Read/Write Read
Other Submittal Tracking Read Read Read
Plans/Contracts Contract Documents Read Read Read
Plans/Contracts Plans Read Read Read
Plans/Contracts Plans As Built Read Read Read
Reports CUF Project Assessment Read Read Read
M&T 517QA/QC Density Gauge
Reports Random Location Worksheet Read Read Read
Reports Reports Read Read Read
Reports Truck Report Read Read Read
Reports Worksite Audit Read Read Read

10
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Remove an External User from Your
Organization

1. Go to the Access Management System home page and click Login:
https://iamportalg.services.ncdot.gov/ofis/public/alt/.

2. Enter your NCID and password and click Log On.

3. Click User Manager, enter the user’s name in the Search Criteria text box and click Search. Click the red

minus icon next to the user you want to remove from the organization.

Sign Out

\j North Carolina - DOT :: Access Management System Welcome:

Deanna R. Springall

#8 User Search
User Options

Change Password Search Criteria:
last name, first nante; o SrETaTESS

Applications 8 User Search Results
Request Entitlement Action Common Name + First Name  Last Name Organization E-Mail
Approval Dashboard & A DustinCleark Dustin Cleark APAC - ATLANTIC, INC. T...  Constructiontester5@gmail.com
White Pages [ Page |1 | of1 | Showing users 1-1of 1
Invite User(s) () Create New User

Business Roles Manager

Access Roles Manager

BR-AR Mappings Manager
Administration

User Manager

Entitlement Manager

4. Click Yes to remove the user.

Sign Out

North Carolina - DOT :: Access Management System M

##l User Search
User Options

Change Password Search Criteria: cleark
last name, first name, or email address
Applications £ User Search Results
Request Enfitlement Actions Common Name First Name  Last Name Organization E-Mail
Approval Dashboard 2 @ DustinCleark Dustin Cleark APAC - ATLANTIC, INC. T...  Constructiontester5@gmail.com
White Pages Page |1 of 1 Showing users 1 -1 of 1
Invite User{s) 9 Create New User
Business Roles Manager Remove User From Organization X
Access Roles Manager \?’) Are you sure you wish to remove this User [DustinCleark] from Organization [APAC - ATLANTIC,
INC. THOMPSON ARTHUR DIVISION]?

BR-AR Mappings Manager

(

Yes | No

Administration

User Manager

Entitliement Manager

Please logout and close your browser after you complete your transactions!

11



